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ycnoeusa UCNONb3OBAHUA OTAEJIbHbIX
CEPBUCOB:
NYBIUYHOE OBJIAKO HA BA3E VMWARE

Bepcusiom 15 Hosibpss 2019 e.,
ecmyrnaem g cuny ¢ 01 dekabpsi 2019 a.

Hactosawue yCcnosusa UCNoNb30BaHNA OTAEJ1bHbIX

CepB1COB («Ycrnosus») ABNSOTCA
HeoTbemnemMon 4acTblo [lonb3oBaTenbCKoro
cornawenunss  («Cornawenve»). TepMuHbl C

l'lpOI'IVICHOIZ 6yKBbI, KOTOpble UCNONb3YyHTCA, HO
He onpepeneHbl B HACTOALWKMX Ycnosusix, UMerT
3Ha4yeHune, NpncBoeHHoe MM B CornatueHum.

TEPMWHbI U ONPEOENEHUA

BupTyanbHaa mMaliuMHa — BUMPTYanu3nMpoBaHHbLIN
cepBep, CO3OaHHbIN Ha TexHu4eckon nrnowiagke
WcnonHutens " npegocTasnstoLwas
BbIYMCIIMTENbHBIE pecypcbl 3aKkasuunky.

BupTyanbHbii AWCK — BblENEHHbIN 00beM
ONCKOBOrO MPOCTPAHCTBA, pasMellaembli  Ha
TexHunyeckon nnowagke VicnonHurens.

BupTtyanbHas cetb - N301MpPOBaHHbIN
BMPTyasnbHblI KOMMyTaTop, K KOTOPOMY
roaknYaroTCs BUpTyanbHble MaLlUUHbI
3akasuuka.

OpraHusauma — COBOKYNHoCTb lNonb3oBartenen u
vDC, onpegeneHHast B paMkax OOHOW Y4ETHOMN
3anucu.

Nonb3oBartenb - napa UMS-Naponb,
onpegenswoLwas Bnagensua 00BbeKTOB.
Monb3oBaTtenu cosgarTca 3aka3ynmkoM B pamKax
OOMeHa.

vDC - BupTyanbHbii [aTta-UeHTp, NOrMyecku
n3onupoBaHHas rpynna 06BbeKTOB
BMpTYyanusaumm (BMpPTYanbHbIX MalLlWH,

BUPTyarnbHbIX [OMCKOB, BUPTYyasnbHbIX CeTei), K
KOTOpPOI MOXeT UMeTb gocTyn MNonb3oBatens.

CONDITIONS FOR USAGE OF INDIVIDUAL
SERVICES:
PUBLIC CLOUD ON VMWARE

Revision dated November 15, 2019,
will come into effect from December 1,2019

These conditions for usage of individual services
("Conditions") are the integral part of the User
Agreement ("Agreement"). Capitalized terms
(used but not defined in these Conditions) shall
have the meanings assigned to them in the
Agreement.

TERMS AND DEFINITIONS

Virtual Machine is a virtual server created on the
Contractor's Service Platform and offering
computing resources to the Customer.

Virtual Disc is an allotment of the disc space
allocated on the Contractor's Service Platform.

Virtual Network is an isolated virtual switchboard
to which the Customer's virtual machines are
connected.

Organization is a group of Users and vDC

defined within one account.

User is a login-password pair which identifies the
owner of the objects. Users are created by the
Customer within the domain.

vDC is the virtual Data Center, a logically isolated
group of virtualization objects (virtual machines,
virtual discs, virtual networks) to which the User
can have access.
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Pecypc - aTomMapHas eanHuua,
npeacraengwwas cobon yacTb  pecypcos
umsuyeckoro cepsepa, nubO  MUHUMArbLHO

BO3MOXHYH 4aCTb HpeﬂOCTaBﬂﬂeMOVI ycnyru.

Resource is an atomic unit which is either part of
the physical server resources or a minimum
possible part of the service provided.

Pecypchl / Resources

EavHuua namepeHus / Measuring Unit

MpoueccopHble sigpa / Processor Cores

Ltykn / Pieces

Custom Image Storage

OnepatusHas namate / RAM l'vrabawnt / Gigabyte
basoBbin guck / Basic Disc mrabant / Gigabyte
BeicTpbivt guck / High-Speed Disk lvrabawnt / Gigabyte
XpaHeHue nonb3oBaTenbcknx obpasos / lvrabawnt / Gigabyte

MnaBatowwun IP-agpec / Floating IP-address

LWtykn / Pieces

MoaceTb M3 5 agpecos /
Subnet out of 5 addresses

LWrtykn / Pieces

JInuensuma Microsoft Windows Server Standard
Edition 2016 /
Microsoft Windows Server Standard Edition
2016 License

Wrykn / Pieces

Pe3epBHOe KonupoBaHve BUPTyasnbHON
MaLUuHbI /
Backup of Virtual machine

LWtykn / Pieces

MecTo B penosutopun /
Repository disk space

MmrabanT / Gigabyte

NIumnut — numut PecypcoB, KoTopble MOryT BbITb
MCronb30BaHbl AN co30aHus 06beKTOB B pamkax
ogHoro vDC. YcraHaBnuBaetcsi WcnonHutenem
aBTOMaTu4yeckn npu cosgaHum vDC u moxeT
MEHSTbCA MO 3asiBke 3akasyuka.

APl - nporpammHbii  MHTepdelc
aBTOMaTU3NPOBAHHOIO yrNpaBreHUs yCryrown.

ans

MaHenb ynpaBneHusa vDirector — oTgenbHada
naHeno ynpaeneHws, npegoctaBnsiemas B
pamMKax HacTOsILen ycnyrm u npegHasHadeHHas
ansa  ynpaeneHns vDC. TpeTtbum nuvua moryT
nonyyaTtb AOCTYM K BHELLUHEN NaHenn ynpasneHus
no wuHuuMaTuBe 3akasumka 06e3 3aBeaeHust
oTAenbHOW  yyeTHoW  3anucum B [laHenu
yrnpaBneHus y4eTHON 3anucblo 3akasyuka.

MaHenb ynpaBneHus VBR - oTaenbHas naHernb
ynpaBrneHust  pe3epBHbIM  KOMMPOBaHMEM U
BOCCTAHOBJIEHMEM BUPTYyasnbHbIX MalWH Ha 6ase
pelwieHus Veeam® Backup & Replication.

Limit is the limit of resources which can be used
for creating objects within one vDC. It is
automatically set up by the Contractor when
creating a vDC and can be changed upon request
of the Customer.

APl is the software interface for automated
service management.

VDirector Control Panel is a separate control
panel provided within the scope of this service
and designed to control vDC. Third parties can be
granted access to the External Control Panel at
the initiative of the Customer without establishing
a separate profile at the Customer Profile Control
Panel.

VBR Control Panel is a separate control panel to
manage virtual machines backup and recovery
with Veeam Backup & Replication.
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YnpaBnswwasa npocnoMka -—
MNaHenn

COBOKYMNHOCTb

yrnpasrneHus y4yeTHON 3anucbio

3akasyuka, APl n BHeLHMX NaHenen ynpasneHns
npoeKkTaMu, co3aaHHbIX 3aka3uymKom.

1.1.

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

NPEOMET

WcnonHuutens npenocTaBnsieT 3akasuuky

aoctyn K BMPTYanu3vpoBaHHOW
WHpaCTPyKType, cocTosiLLen n3
PecypcoB, o6beanHeHHbIx B VDC (ganee —
«Ycnyra»). BupTyanuaupoBaHHas

WHpaCTPYKTypa peann3oBaHa C NOMOLLbIO
nporpammHoro obecneveHna VMware Ha
dmsmnyeckomn MHGPaCTpyKType
Wcnonnutensa. 3akasyvk npuvHUMaeT W
onnauusaet Ycnyry Vcnonnuternto.

NOPAOOK NPEOOCTABIIEHUA YCNYTU

3akasunk cosgaetr vDCC, u ykasbiBaet
Tpebyembin  TMN  vDC B TlaHenu
ynpaBsneHus.

OkasaHue Ycnyrm HadMHaeTcsl ¢ MOMeHTa
ee 3akasa KcnonHutenem npun Hann4dmm
pocTtaTovHoro anga BbldpaHHoro Tuna vDC
Konu4yecTBa cpeactB Ha banaHce ycnyru
3akasunka gns Hadana npegocTaBreHust
Yenyru.

3akasynk MoxXeT cosfatb OAvH unu Gonee
vDC wun vynpaenate umu u3 [laHenu
ynpasrneHus vDirector.

Ona poctyna k vDC aBTOMaTU4eCKu
cos3paetcs Nonb3oBaTenb 1 Naposb.

3akasuuk cosgaeT BupTyanbHble MallvHbI,
BupTyanbHble gucku u BupTyanbHble cetu

B pamkax Jlummutos vDC B [laHenu
ynpaeneHus vDirector.

WcnonHutene  BnpaBe YycCTaHaBnuBaTb
orpaHu4yeHue no MaKkcMMarnbHO

A0NyCTUMOMY MCMOMNb30BAHUIO KaX4oro u3
pecypcoB B pamkax OpraHusauuu, a Takke
no konunyectsy vDC.

Onnate  nognexuT
KONNYeCcTBO pecypcos.

ncnonb3yemoe
3akasuuk

Control Middleware is a set of the Customer
Profile Control Panel, APl and External Project
Control Panels created by the Customer.

1.1.

2.1.

2.2.

2.3.

2.4

2.5.

2.6.

2.7.
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SUBJECT

The Contractor provides the Customer with
access to  virtualized infrastructure
consisting of Resources combined in vDC
(hereinafter referred to as the “Service”).
Virtualized infrastructure is implemented
using VMware software on the basis of
physical infrastructure of the Contractor.
The Customer accepts and pays the
Service to the Contractor.

PROCEDURE FOR SERVICE PROVISION

The customer creates vDCC, and indicates
the required type of vDC on the Control
Panel.

Provision of the Service starts from the
moment it is ordered by the Contractor if
there is a sufficient amount of funds on the
Customer's Service Balance for the
selected vDC type to start providing the
Service.

The Customer can create and control one
or more vDCs from the vDirector Control
Panel.

A user and password are automatically
created to access vDC.

The Customer creates Virtual Machines,
Virtual Disks and Virtual Networks within
the vDC Limits on the vDirector Control
Panel.

The Contractor has the right to set limits on
the maximum allowed usage of each of the
resources within the Organization, as well
as on the number of vDCs.

The used amount of resources shall be
paid. The Customer chooses the
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2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

CaMOCTOATENbHO BblOUpaeT
KoHurypauuio  BupTyanbHbiX — MaLLWH,
BupTyanbHbix guckoB 1 BupTyanbHbIX
CeTel 3a WCKIMIOYEHUEM Cry4aeB, Korga
TakoBble CO3[al0TCA B aBTOMATUYECKOM
pexume MicnonHutenem.

CepBep, Ha KOTOpPOM pa3mMeLlaeTcs
BupTtyanbHas MaLuvMHa 3akasuuka,
NOAKMIOYEH K CETU Ha CKOPOCTU HE MeHee
10 '6uTt/cek; oaHHas nonoca pasgensieTcs
Mexay BceMu BupTyanbHbiMM MallnMHamu,
3anyLweHHbIMN Ha cepBepe VicnonHutens.
MoTpebneHHbIN 3akasunkom
WHTEpHEeT-Tpadmk yumTbIBaETCA B
cooTBeTCTBUM C Tapudamu, YKasaHHbIMU
Ha canTte McnonHutens.

Monoca nponyckaHua ansa kaxgoro vDC
orpaHunyeHa 1 éut/c.

Joctyn B wuHTepHeT ana BupTyanbHbix
MaLUVH 3akaz4uka ocyliecTenseTcs
NoCcpeacTBOM:

Mnaeatowmx IP-agpecos;
My6nuuHbix nogceten m3s 5 wunu Gonee

aJpecos.

Mnaeatowme |IP-agpeca wn nybnuyHble
noaceTn co3aalTcs aBTOMaTUYECKM nocne
3aka3sa Heobxoaumbix Pecypcos.

3akasuuk Brnpase ucrnonb3oBaTth |IP-agpeca
n3 pacyeta oguH IP- agpec Ha ofHy
BupTyanbsHyo malmHy.

WcnonHutenb MOXeT B OLHOCTOPOHHEM
nopsigke yMeHbWnTb KBOTY Ha |IP-agpeca B
crniydyae, €ecnvM yKasaHHOe YCroBME He
cobntopgaetca 3akasunkom. McnonHutenb
MoXeT paspeLwunTb 3akasuuky
ncnonb3oBath BblgeneHHble |IP-agpeca npu
YCIoBMM onnatbl BTOPOro U NOoCneayLmx

IP-agpecoB  Ha ogHy BwupTyanbHyto
MaLUVHy.
CornacoBaHwve Ha UCMnonb3oBaHue

BblaeneHHbIX |P-agpecoB ocyllecTBnseTcd
B TukeT-cucrteme.

2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

4/10

configuration of Virtual Machines, Virtual
Disks and Virtual Networks independently,
except when they are created by the
Contractor in an automatic mode.

The server hosting the Customer’s Virtual
Machine is connected to the network at the
speed of not less than 10 Gbps; this band
is shared between all the Virtual Machines
running on the Contractor's server. Internet
traffic consumed by the Customer is taken
into account in accordance with the tariffs
specified on the Contractor’s website.

The bandwidth for each vDCs is limited to 1
Gbps.

Internet access for the Customer's Virtual
Machines is provided through:

Floating IP-addresses;

Public subnets out of 5 or more addresses.

Floating IP addresses and public subnets
are created automatically after ordering the
necessary resources.

The customer is eligible for using IP
addresses at the rate of one IP address per
Virtual Machine.

The Contractor may unilaterally reduce the
Quota for IP addresses if the condition
specified is not met by the Customer. The
Contractor may allow the Customer to use
dedicated IP addresses provided that the
second and further IP addresses are
charged for one Virtual Machine.

The approval of the dedicated IP addresses
usage is carried out in the Ticket System.
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2.15.

2.16.

2.17.

3.1

3.2.

3aka3umk MoxeT B Nobon  MOMEHT
cosgaBatb unuM  ypanate B vDC
BupTyanbHble MawwuHbl U Pecypcbl B
paMKax 3agaHHbIX 3akasymkom NIMMUTOB.

3aka3unk CamMoCTOATENbLHO OCyllecTBNAeT
aKcnnyaTauuio BupTyanbHbix  MaluvH
nyTeM yganeHHoro pn[octyna K HuM Mo
ceTsiM CBsI3NM 0OLLero nonb3oBaHUs WUIK
yepe3 [laHenb ynpaBneHus vDirector,
CaMOCTOATENBHO yCTaHaBnMBaeT "
HacTpamBaeT Ha BupTyanbHbIXx MaluMHax
HY>XHOE eMy nporpamMHoe obecneyeHue.

3aKka3umKk MOXeT HacTpavBaTb pe3epBHOE
KONMPOBaHWE W BOCCTAHOBMEHWE CBOMX

BUPTyanbHbIX MawwH 4epe3 [laHenb
ynpasnenus VBR.
OMINATA YCNIYTU
Onnare noanexuT MaKkCcunMmaribHoe

3Ha4YeHne CyMMbl pecypcoB KoHdurypaumm
BupTtyanbHbix mMawmH B vDC, a Takke
obwux PecypcoB 3a nocnegHwin 4ac Ao
BbIMOJSTHEHUS O4EepPEenHOro CNMcaHus.

Onnata ncnorb3yemblxX Pecypcos
OCyLLEeCTBMSETCH NyTEM CMMCaHUA CPEACTB
¢ banaHca 3akasumka 1 pa3 B 4ac
CYMMapHO MO BCEM MCMNOJSIb30BaHHLIM
pecypcam 3a nNpoLUeaLLmni Yac nnm 3a MHon
BPEMEHHOW  WHTepBarn, wucxoga  u3
0COBGEHHOCTEN  MCNONBb30BaHUS  KaXX4oro
pecypca. lMpu HanMuMm CpPeacTB Ha BCEX
OByx OanaHcax 3akasuMka crnucaHusi
npom3BogAaTca cHadana ¢ BoHycHoro
banaHca u nocne c¢ banaHca ycnyrun. B
crny4yae ecnu HM Ha ogHoMm un3 6anaHcos
HeJoCTaToOYHO CPEACTB Ha OCYLLECTBMEHNE
ofHoro noriHoro cnucaHus 3a
noTpebneHHble pecypcbl, HO B CyMMe
cpenctBs Ha GanaHcax [JocTaTtodHo Ans
O[HOTrO cnucaHus, To OBydeT ocyLlecTBreHa
YacTMyHas onnarta co Bcex GanaHcoB Ha
CyMMY OOHOIO CrucaHus.

OKOHYAHME
ycnyru

NPEAOCTABJIEHUA

2.15.

2.16.

2.17.

3.1.

3.2.
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The Customer may at any time create or
delete Virtual Machines and Resources in
vDC within the limits set by the Customer.

The Customer independently operates the
Virtual Machines by remotely accessing
them via public communication networks or
through the vDirector Control Panel,
installing and configuring the necessary
software on the Virtual Machines on a
standalone basis.

The Customer may configure backup and
recovery of their virtual machine using the
VBR Control panel.

SERVICE PAYMENT

Maximum value of the sum of Virtual
Machine configuration resources in vDC
shall be paid, as well as the total
Resources for the last hour before the next
writing off the funds.

Payment for used Resources is made by
debiting funds from the Customer's
Balance once per hour in total for all used
resources for the past hour or for a different
time interval, based on the characteristics
of each resource usage. If there are funds
on all the Customer's two balances,
deductions are made first from the Bonus
balance and then from the Service
Balance. If there are not enough funds on
one of the balances to make one full
write-off for the consumed resources, but
aggregately the amount of funds on the
balances is enough for one write-off, then
partial payment will be made from all the
balances for the amount of one write-off.

END OF SERVICE PROVISION
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41.

4.2.

4.3.

4.4.

4.5.

Mpu poctmxkeHun Hynesoro banaHca
ycnyrm nnv 6anaHca, HegoCTaToOYHOro A4S
OCYLLECTBIEHUS CreayoLwero cnucaHms 3a
notpebnsemble  pecypchbl, OTKIOYEHWNE
poctyna K vDC nponcxoguT
aBTOMaTU4YecKkn. VicnonHutens oTnpaensaeT
3akasuuky yBegomIieHne o6 OTKIYEHUN
ycnyr B TukeT-cucteme.

Mpu BanaHce ycnyrn, HeQoCTaTOMHOM ANS
OCYLLECTBMEHNA CreayoLero cnucaHms 3a
notpebnsemMmble pecypcbl, B TeyeHue 5
(nATK) KaneHpapHbIX AHen, WcnonHuTens
BrpaBe NpMOCTaHOBUTb OKa3aHue YCnyru.

Mpn banaHce, HepocTaTOdMHOM  AnNs
OCYLLIECTBIEHMS CMEeAYLEro cnmcaHms 3a
notpebnsaemble pecypcbl, B TeyeHune 14
(yeTblpHagLaTn) KaneHgapHblx  OHeRn,
WcnonHutene  BnpaBe ymanutb  BCe
BupTyanbHble MalwwuHbl, a Takke ntobble
apyrme obbekTbl 3akasynka, Co3gaHHbIe B
pamkax Ycnyrm 1M XpaHswuecs  Ha
obopynoBaHun VicnonHutens. YkasaHHbIN
CPOK  MOXeT  ObiTb  npoanieH  no
cornaweHunto CTOpOH.

3akasumk MOXeT NPOAOIKUTb
ucnomnb3oBaHne Ycnyru, Mpu  yCnoBuu
NOMNOSHEHMS banaHca yenymm o
ncTeveHus 14 (4eTblpHaguaTtn)
KaneHaapHbIX aHen c MOMeEHTa
AOOCTMXXEeHUA HyneBoro OanaHca nnn

GanaHca ycnyru, HegoCTaTOYHOro Ans
OCYLLECTBMNEHUs CreayroLLero cnucaHus sa
noTpebnsaemble pecypchl. MNpu NononHeHn
BanaHca ycnyrv B yKkasaHHbIA CPOK MNpu
HanMuMM  3ad0fMKeHHOCTM Mo  onnaTe
Ycnyru B pasmepe paHee UCnonb3oBaHHbIX
pecypcoB, CyMMa 3adoShKeHHOCTM Gyaet
cnvMcaHa B MOMeHT nornonHeHns Banadca
yCnyru.

3agomkeHHOCTb  NO  onnlate  Yenyru
paccuuTbiBaeTCsl McXods W3 CTOMMOCTMU
PecypcoB ana vDC, OTKMOYEHHbIX 3a

Heynnaty, OpMMpYyeTCs Kak Ccymma
cToMmocT 6a3oBOro Aucka, ObICTPoOro
ONCKa,  XpaHeHUs  MoNb30BaTeNbCKuUX

obpasos, nybnuyHbIX IP-agpecoB n gpyrux

41.

4.2.

4.3.

4.4.

4.5.
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When the Balance for service reaches zero
or the amount which is not enough to make
a further payment for the resources used,
the access to vDC is disabled
automatically. The Contractor sends a
notification about suspension of the
Services to the Customer in the Ticket
System.

If the Service Balance is insufficient for the
following charge for 5 (five) calendar days,
the Contractor has a right to suspend the
provision of the Service.

If the Service Balance is insufficient for the
following charge during 14 (fourteen)
calendar days, the Contractor has a right to
delete all Virtual Machines, as well as any
other objects belonging to the Customer,
created as part of the Service and stored
using the Contractor's equipment. The
mentioned term can be prolonged on the
basis of the mutual consent of the Parties.

The Customer can continue to use the
Service in case of refiling the Service
Balance within 14 (fourteen) calendar days
from the moment of reaching the Service
balance insufficient for the following
charge. When replenishing the Service
Balance within the specified period, if there
is a debt to pay for the Services in the
amount of previously used resources, the
amount of debt will be debited at the time of
replenishment of the Service Balance.

The debt in payment of the Services is
calculated based on the cost of Resources
for vDC disconnected for non-payment, and
is formed as the sum of the cost of Basic
Disk, High-Speed Disk, storage of user
images, public IP-addresses and other
resources assigned to vDC for the time
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4.6.

5.1.

pecypcoB, 3akpenneHHbix 3a VvDC, 3a
BpeMsi, B TeyeHune koToporo vDC 6bin
OTKIIOYEH.

B cnyyae oTtkasa 3akasumka oT Ycnyru
3akasuuk BnpaBe nepeyncnuTb cpeacTea C
BanaHca ycnyru Ha JluueBon cuyet
3akasuuka.

TPEBOBAHUA no 3ALLUTE
MHPOPMALIUUN

3akasunk obs3aH npecekaTb  crnyyam
HeCaHKLMOHUPOBaHHOMO goctyna K

ncrnonb3yembiM MporpaMMHbIM CPeEACTBaM
N He JonyckaTb UCMOMb30BaHMSA CBOMX MU
npenocTaBnsiemblx WcnonHutenem
pecypcoB ans MonbITOK
HeCaHKLUMOHMPOBAHHOIO AoCTyna K ApyrumM
pecypcam cetn WHTepHeT. B 4acTHOCTW,
3aka3uuk JOMmKeH He JonyckaTb Ha CBOMX
BupTyanbHbix  MawMHax  criegylowwmx
cuTyaumi:

c BupTtyanbHoi MawuHbl OTNpaBnsATCS
CO0OLLEHMS 3NEKTPOHHON MOYTbl OT UMEHU
agpecoB, He MpuUHagnexawmx ceTu
(oomeHy) 3akasuuka;

nporpammHoe obecneyeHne BupTyanbHon
MalUunHbI ncnonbsyet naponu,
yCTaHaB1MBaeMble No yMOJT4aHUIO;

¢ BupTyanbHOM MalmnHbl MCXOQAT NakeTbl C
HeBepHbIM agpecoM ucrtovHuka (IP source
address);

C BupTyanbHOM MaLUWHbI UCXOAAT NakeTbl
(DNS) c

HamepeHHO VNCKaXXEHHbIMW AaHHbIMU;

Cnyx0bl  OAOMEHHbIX  WMEH
Ha BupTyanbHOM MallMHEe NpPUCYTCTBYHOT
BPEOOHOCHbIE NPOrpamMmel;

Ha BupTyanbHOM MallMHE NpPUCYTCTBYIOT
u/unu paboTaloT nNporpaMmbl, creumansHO
npegHasHayeHHble ANs  OCYLUECTBREHUS
HeCaHKLMOHNPOBaHHOTO Joctyna K

WHopMaLnK.

4.6.

5.1.
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during which vDC was disconnected.

In case of the Customer’s refusal to use the
Service, the Customer is eligible to transfer
amounts from the Service Balance to the
Customer’s Personal Account.

INFORMATION PROTECTION
REQUIREMENTS
The Customer is obliged to prevent

situations of unauthorized access to the
software used and not to allow the use of
the Customer's resources or the resources
provided by the Contractor in order to
prevent attempts of unauthorized access to
other Internet resources, in particular, the
Customer shall not allow the following
situations on the Customer's Virtual
Machines:

E-mails on behalf of the addresses that do
not belong to the Customer's network
(domain) are being sent from the Virtual
Machine;

Virtual Machine software is using default

passwords;

Packages with an invalid source address
(IP source address) are coming from the
Virtual Machine;

Domain Name Service (DNS) packages
with intentionally distorted data come from
the Virtual Machine;

there is malicious software on the Virtual
Machine;
programs specially designed for
information are

the Virtual

unauthorized access to

present and/or active on

Machine.
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5.2.

6.1.

6.2.

WcnonHuTtenb BnpaBe obecneymBaTb
aBTOMaTU4ecKylo unbTpaumo Tpaduka ¢
uenbto 6roKMpoBaHUS OTNpaBkM Tpaduka ¢
noaaenbHbIMM (He Ha3Ha4YeHHbLIMK
BUPTYyanbHON MaLluuHe) IP "
MAC-agpecamu.

YPOBEHb OKA3AHUS YCNYTU
(SLA)

Tabnuuya Ne1

5.2.

The Contractor is entitled to provide
automatic traffic filtering in order to block
sending of the traffic with fake (not
assigned to the Virtual Machine) IP and
MAC addresses.

SERVICE LEVEL ACCOMPLISHMENT
(SLA)

Table No.1

YpoBeHb AOCTYNHOCTU

TaHaapTHbI vDC /

Pe3epBupoBaHue mexay

paboTtocnocobHocTH 3a
mecsauy /
% (percent) of efficiency
per month

vDC/ Standard vDC asymsa LLO[
vDC Accessibility Level (kaTacTpocpoycToNuMBbIN
vDC)/
Redundancy between two
DCs (disaster tolerant vDC)
% (npoueHT) 99,98 % 99,99 %

KomneHcupyetcs 0.5% ctommoctn Ycnyru
3akazunmka 3a kaxgble 30  MUHYT
KOMMEHCUPYEMOW HEeOOCTYNHOCTU YCnyru
0o 100% ctoumocTtn Yenyru.

HepocTynHocTb Yenymm (mpocTon)
onpefensieTcs kKak MWHTepBan BpeMeHu
Mexay MOMEHTOM OTMNpPaBkM COOOLLEHUsI
nocpeacTBoM TUKET-CUCTEMBbI B CIyx0y
nopaepxkn WcnonHutens “  MOMEHTOM
3aBepLUeHNs BOCCTAHOBUTENMbHbIX paboT
WNcnonuutenem. OnpepensioTcs
cregylouime Buabl NpoCTos:

Tabnuua Ne2

6.1.

6.2.

0.5% of the cost of the Customer Services
for every 30 minutes of the Service
compensated unavailability is compensated
up to 100% of the Service cost.

The unavailability of the Service (ineffective
time) is defined as the time interval
between the moment of sending a
message via the Ticket System to the
Contractor's support service and the
moment of completion of the recovering
work by the Contractor. There are the
following types of downtime defined:

Table No.2

KomneHcupyembin npoctom /
Compensable downtime

HekomneHcupyembin npocton /
Non-compensable downtime

HepocTtynHocTb BupTyanbHbIX MaLUmvH
3akas4yuka Bcrnencteme cbos

HepocTynHoCTb YNpaBnsitoLwen NpoCnonku.

[MonHas HEBO3MOXHOCTb BbIMOMHEHNS
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6.3.

6.4.

WHpacTpykTypbl VicnonHutena. JaHHbIN
BWA NPOCTOSI KOMMEHCUPYETCS COrnacHo
pecypcam, KOTopble He MOrnm 6biTb
NCMNonb30BaHbl BO BPEMSsI MPOCTOS
BcneacTeme c6os BupTyansHoOn MallnHbI. K
HUM OTHOCHATCS: NPOLLECCOpPHbIE AapPa,
onepaTtuBHasa NamaTb, 6a30BbIN JUCK,
ObICTPBIN ONCK, UCNONb3yeMble
noctpagaswer BuptyansHon mawmHon. /
Inaccessibility of the Customer’s Virtual
Machines due to a failure of Contractor’s
infrastructure. This type of downtime is
compensated according to resources that
could not be used during downtime due to a
Virtual Machine failure. These include:
processor cores, RAM, Basic Disk,
High-Speed Disk used by the affected Virtual

Kakmx-nmodo gencteun ¢ vDC yepes MNaHenb
yrnpaBneHus y4eTHOM 3anucbio 3akasuuka, a
Takke ¢ nomoLLbto [NaHenun ynpaBneHus
vDirector, nonHasi HEBO3MOXHOCTb
BbINONIHEHUA onepauun Yepes API. /
Inaccessibility of the Control middleware.
Complete impossibility to perform any actions
with vDC via the Customer Profile Control
Panel, as well as using vDirector Control
Panel, complete impossibility to perform
operations via API.

Machine.
KomneHcauus onpegensietcs kak 6.3. The Compensation is defined as amounts
cpeacTsa, nepeyncnsgemble transferred by the Contractor exclusively to
WcnonHutenem NCKMIOYNTENBHO Ha the Bonus Balance for service in case of
BoHycHbn  GanaHCc ycnyru B crydae unavailability of the Service, in accordance

HeJOCTYMHOCTU YCNyru, B COOTBETCTBUU C
Tabnuuen Ne 2. MNepeuncnexne
OCYLLECTBMNSETCS B TeYeHue nepBbiX 7
(cemm) paboumx OHen MecsiLa,
crnegylwero 3a MecsileMm, B KOTOPOM
Ycnyra Gbina HegocTynHa, NpyM HanmMyuu
COoO0O6LLEeHNs, OTNPaBNEHHOINO C MOMOLLbIO
TukeT-cncTeMbl, 0 Npoctoe n TpeboBaHus
06 OCyLLleCTBNEHU KOMMeHcauuu.
CpeactBa c BoHycHoro banaHca
3akasymka MOryT UCMOfb30BaTbCA TOJSBKO
ana  onnatel  Ycnyrn.  KomneHcauus
OCYLLECTBMSAETCS UCKMIOUMTENBHO MNyTEM
3a4ncrneHuns cpeacTte Ha boHycHbIM GanaHc
ycnyru.

Mpwn pacyeTe
YUMTbIBAOTCA  CpeacTBa, HauUChNeEHHble
WcnonHutenem paHee Ha  BoOHYyCHbIN
OanaHc ycnyrm (B pamMKkax peKnamHbIX
akuuMnm unuM 33 HapylleHue  yCroBuH
UCMNOMb30BaHUS  OTAENbHbLIX CEPBUCOB),
cnucaHHble Wcnonuutenem ¢ BoHycHoro
OanaHca 3akasuuka B cHeT onnatbl YCnyru.

KOMMneHcaumm He 6.4.

with Table No.2. The transfer to be made
within the first 7 (seven) working days of
the month following the month in which the
Service was unavailable, if there is a
message sent via the Ticket System, about
the ineffective time and the requirement for
compensation. Amounts from the
Customer’'s Bonus Balance can only be
used for the Service payment. The
Compensation to be carried out solely by
transferring amounts to the Bonus Balance
for service.

When calculating the compensation, the
monetary funds accrued earlier to the
Service Bonus balance by the Contractor
(as part of promotions or for violation of the
terms and conditions for using certain
services), written off by the Contractor from
the Customer’s Bonus balance as payment
for the Services.
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6.5.

6.6.

6.7.

6.8.

6.9.

Ecnn VcnonHuTtenb pacnonaraet
CcOOCTBEHHbIMW  JaHHbIMM O  Havane
NpoCTOS, yKasbiBalOLWMMK Ha Oonee paHee

BpPEMS Hayama npocTosi, Yem Bpemsi
OTnpaBku coobueHns yepes
TukeT-cuctemy 3aka3umMkoM, OH MOXET

ncnonb3oBaThk 3TN AaHHble. PasHornacus o
BPEMEHN MpPOCTOSA paspeLlarTca NyTEM
neperosopoB CTOpOH B TukeT-cucteme.

Pabounm BpemeHem cuuTaeTcs Bpems c 8
0o 23 yacos no paboymm gHsm, ¢ 11 go 22
YacoB B BbIXOAHbLIE W Mpas3gHUYHbIE OHMW.
OcrtarnbHoe BpeMs cumMTaeTcst Hepaboumnm.
B cnyvyae cooOLLeHus,
OTnpaBreHHOro nocpeacTeoMm
TukeT-cuCTEMbI, U COBCTBEHHbIX AaHHbIX
WcnonHutena o Havane npoctos, Ycnyra
cynTaeTca OOCTYMHOMW, a KOMMeHcaums He
BbInfa4nBaeTcs.

OTCYTCTBUA

YUYéT BedeTcsa pasfenbHO AN KaKaom
BupTyanbHon MawwuHbl. TOYHOCTL Yy4yéTa
NpoOCTOS COCTaBMsieT He MeHee 1 MUHYThI.
Ecnn nepuog npoctos npuxogutca Ha
MOMHOYb MEeXAy KOHLOM UK Hadvanom
Mecsla, TO MPOCTON NOMHOCTbIO OTHOCUTCS
K TOMy Mecsuy, B KOTOpbIA npuwnach
Honbluasa YyacTb NPOCTOS.

He nognexut
CBs13aHHbIN (o]

KOMMeHcauum npocToun,
obcTosiTenscTBaMm
HenpeoaonMmon cunbl " NHbIMU
obcTosTenbCTBaMK, MPOU3OLLIEALLNMU  HE
no BuHe Wcnonuutena. He nognexur
KoMneHcauum NPOCTON, Bbl3BaHHbIN
pencteusamun (6esgencremem) 3akasyuka.

6.5.

6.6.

6.7.

6.8.

6.9.

10/10

If the Contractor has his own data on the
downtime start, indicating a earlier start
time of the downtime than the time the
message was sent via the Ticket System
by the Customer, he can use this data.
Disputes on downtime are resolved through
negotiations between the Parties in the
Ticket System.

Working time is considered from 8 to 23 on
weekdays, from 11 to 22 on weekends and
holidays. The remaining hours are
considered non-working.

In the absence of message sent via the
Ticket System and the Contractor's own
data on downtime start, the Service is
considered available, and compensation is
not paid.

Recording is made separately for each
Virtual Machine. The accuracy of downtime
recording is not less than 1 minute. If
downtime occurs at midnight between the
end and the beginning of the month, then
the downtime fully applies to the month in
which most of the downtime occurred.

The ineffective time is not subject to
compensation due to force majeure or
other circumstances that occurred through
no fault of the Contractor. The ineffective
time is not subject to compensation due to
actions (inaction) of the Customer.



